Abstract: As an emerging cross-disciplinary research area, Cyber Physical Systems (CPS) are attracting considerable attention worldwide. It is an essential but challenging requirement to offer secure and trustworthy real-time feedback to CPS users using spectrum sharing wireless networks. This requirement can be satisfied by collaborative spectrum sensing technology in Cognitive radio networks (CRN). Despite its promising benefits, collaborative spectrum sensing introduces new security threats especially internal attacks (i.e. attacks launched by internal nodes) that can degrade the efficiency of spectrum sensing. To tackle this challenge, we propose a new Transferring Reputation mechanism and Dynamic Game model based secure collaborative spectrum sensing strategy (TRDG). More specifically, a location aware transferring reputation mechanism is proposed to resolve the reputation loss problem caused by user mobility. Furthermore, a dynamic game based recommendation incentive strategy (DGRIS) is built to incentive SUs to provide honest information. The simulation experiments show that the TRDG enhances the accuracy of spectrum sensing and defends against the internal attacks effectively without relying on a central authority.
Introduction
The large number and diverse advanced functionalities of mobile devices empower ordinary citizens to contribute heterogeneous data that are aggregated and fused in the cloud of Cyber-Physical Systems (CPS) for knowledge discovery and service delivery. CPS are attracting considerable attention from both academia and industry and becoming a research hotspot [1] . The convergence of the physical and cyber spaces will exhibit a variety of complicated characteristics, which bring many open issues and challenges. For example, it is an essential but challenging requirement in CPS to provide secure and trustworthy real-time feedback using wireless networks with limited spectrum resources [2] . To tackle this challenge, Cognitive radio networks (CRN) based collabrative spectrum sensing (CSS) is introduced into CPS to solve the spectrum scarcity problem and provide reliable and secure real-time communication [3, 4] .
CSS can improve the efficiency of spectrum usage, but it also introduces new security threats that degrade the performance of CPS dramatically. These threats include internal attacks (i.e. attacks launched by internal nodes) such as Spectrum Sensing Data Falsification (SSDF) attacks and mobile attacks where malicious nodes deceive by moving positions during spectrum sensing process. In CPS, most clients are mobile users who access networks opportunistically. Therefore, there is an urgent need for a new secure and trustworthy CSS strategy to address the above-mentioned threats. To design such a CSS strategy, it is necessary to analyze the trustworthiness of users. Thus, reputation mechanism based CSS strategies have been introduced into CPS to implement secure spectrum sensing [5] [6] [7] [8] [9] .
Although many reputation based CSS strategies have been proposed in the literature, most of them were based on the trusted third party and traditional encryption and authentication techniques, thus ignoring internal attacks launched by an inside attacker that uses the legal identity and dishonest recommendation to frame up good parties and/or boost trust values of malicious peers. Moreover, they did not consider mobile attacks and information leak.
To overcome those problems, we propose a transferring reputation mechanism and dynamic game model based secure collaborative spectrum sensing strategy (TRDG).
The major contributions of this paper include the following:
(1) A location aware transferring reputation mechanism is proposed to resolve the reputation loss problem during the moving process of a Secondary User 2016 IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData) The remainder of this paper is organized as follows.
Section 2 presents a brief review of the related work;
Section 3 introduces the implementation details of the TRDG strategy; Section 4 presents the performance evaluation of the TRDG; Finally, Section 5 concludes the paper and discusses some future work.
Related Work
In this section, we provide a brief literature review on the issue of collaborative spectrum sensing.
Zhang et al. [5] designed a fully distributed security scheme, ReDiSen, which applied the reputation generated from exchanged sensing results as an aid to restrict the impact of malicious behaviors. Zhang et al. [6] proposed a distributed and scalable cooperative spectrum-sensing scheme based on recent advances in consensus algorithms. In the proposed scheme, SUs can maintain coordination using only the local information exchange without a centralized common receiver. Amjad et al. [9] proposed a framework for trustworthy collaboration in spectrum sensing for ad hoc CRNs. The framework incorporates a semi-supervised spatio-spectral anomaly/outlier detection system and a reputation system, both designed to detect byzantine attacks in the form of SSDF from malicious nodes within the CRN. Sun et al. To overcome the above shortcomings, in this subsection, we firstly propose a dynamic game based recommendation incentive strategy (DGRIS). Next, the DGRIS is incorporated into the recommendation reputation evaluation to motivate users to provide honest recommendation.
In DGRIS, the principal agent theory [11, 12] is used to incent recommenders to provide the honest information during the recommendation reputation evaluation process.
Let the SUs requesting collaboration be clients, and the 
The Transferring Reputation Mechanism
The transferring reputation mechanism runs at each (2) Otherwise, the direct reputation evaluation depends on the historical interaction and the dynamic real-time sensing information of the network, and can be computed as
where s IA and total IA denote the number of successful interactions and the total number of interactions during T time periods, respectively. n T is the weight factor, which determines how much the distribution of the interactions affects the direct reputation evaluation during the time period Tn, which is given by
where m is the number of cycles in a time period, and n is the number of time periods. 
In Equation (3), the real-time position and the most recent position is denoted as L and L', respectively. We define |L-L'| as the distance between them. We also define Elocation as the error of location sensing and location is the parameter that controls the weight of the location factor's influence on the reputation.
Evaluation of Recommended Reputation
If the direct reputation computation in Section 3.2.1 cannot lead to a decision, y SU will first execute the recommendation reputation query to query Here, we assume ( ) 
n is the set of the recommendation paths and each path includes j SUs. Th are the thresholds of
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can be computed as: 
Evaluation of Final Reputation
After getting the direct and recommendation reputation, the final reputation can be computed as 
where 1 , 2 are the weight factors for the direct reputation and integrated recommendation reputation, respectively.
The TRDG strategy
CSS implements spectrum sensing through the SUs in a wide area. Although CSS can enhance sensing accuracy while reducing the need for sensitive and expensive sensing technology, it is vulnerable to the internal attacking threats which make the performance of CSS degrade significantly [5, 6] .
To solve the above-mentioned problems, based on DGRIS and the transferring reputation mechanism, a secure collaborative spectrum sensing strategy (TRDG) is proposed to improve the accuracy and reliability of the sensing results, and to defend against the internal SSDF and Mobile attacks.
During the fusion and decision process of sensing data, the final reputation is added into the following equation to compute the fusion result.
: (12) where is the threshold of channel idle.
Performance Evaluation
In this section, we conduct simulation experiments using MATLAB to evaluate the effectiveness and reliability of the proposed TRDG strategy by comparing it to the state-of-the-art strategies such as RCSS [9] and JSSRA [15] . We consider the performance metrics in reputation value, which influence their MDA performance. Therefore, the MDA of TRDG is much better than those of the others.
Spectrum Decision Accuracy Ratio (SDA)
The results in Fig. 2 (a) and (b) show that the SDA of the three strategies keep a relative stable high value in the presence of the SSDF attacks. This is because that all the three strategies use the reputation and incentive mechanisms to incentive the user to provide true sensing information, and thus reduce the probability of attacks and increase the SDA of all the three strategies. For TRDG, the higher accuracy, efficiency, and reliability of the reputation mechanism leads to a better MDA performance than of the RCCS and JSSRA, which makes the sensing information more accurate and improves the SDA of the TRDG. As a result, the SDA of the TRDG is the highest among all the three strategies. 
